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Question: 21
Web Control Layer has been set up using the settings in the following dialogue:
Consider the following policy and select the BEST answer.
A. Traffic that does not match any rule in the subpolicy is dropped.
B. All employees can access only Youtube and Vimeo.
C. Access to Youtube and Vimeo is allowed only once a day.
D. Anyone from internal network can access the internet, expect the traffic defined in drop rules 5.2, 5.5 and 5.6.
Answer: D
Policy Layers and Sub-PoliciesR80 introduces the concept of layers and sub-policies, allowing you to segment your policy
according to your network segments or business units/functions. In addition, you can also assign granular privileges by layer or
sub-policy to distribute workload and tasks to the most qualified administrators
Question: 22
Which of the following are types of VPN communicates?
A. Pentagon, star, and combination
B. Star, octagon, and combination
C. Combined and star
D. Meshed, star, and combination
Answer: D
Question: 23
Vanessa is firewall administrator in her company; her company is using Check Point firewalls on central and remote locations,
which are managed centrally by R80 Security Management Server. One central location has an installed R77.30 Gateway on Open
server. Remote location is using Check Point UTM-1 570 series appliance with R71. Which encryption is used in Secure Internal
Communication (SIC) between central management and firewall on each location?
A. On central firewall AES128 encryption is used for SIC, on Remote firewall 3DES encryption is used for SIC.
B. On both firewalls, the same encryption is used for SIC. This is AES-GCM-256.
C. The Firewall Administrator can choose which encryption suite will be used by SIC.
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D. On central firewall AES256 encryption is used for SIC, on Remote firewall AES128 encryption is used for SIC.
Answer: A
Gateways above R71 use AES128 for SIC. If one of the gateways is R71 or below, the gateways use 3DES.
Question: 24
Review the following screenshot and select the BEST answer.
A. Data Center Layer is an inline layer in the Access Control Policy.
B. By default all layers are shared with all policies.
C. If a connection is dropped in Network Layer, it will not be matched against the rules in Data Center Layer.
D. If a connection is accepted in Network-layer, it will not be matched against the rules in Data Center Layer.
Answer: C
Question: 25
Which of the following is NOT a SecureXL traffic flow?
A. Medium Path
B. Accelerated Path
C. Fast Path
D. Slow Path
Answer: C
SecureXL is an acceleration solution that maximizes performance of the Firewall and does not compromise security. When
SecureXL is enabled on a Security Gateway, some CPU intensive operations are processed by virtualized software instead of the
Firewall kernel. The Firewall can inspect and process connections more efficiently and accelerate throughput and connection rates.
These are the SecureXL traffic flows:
Slow path - Packets and connections that are inspected by the Firewall and are not processed by SecureXL.
Accelerated path - Packets and connections that are offloaded to SecureXL and are not processed by the Firewall.
Medium path - Packets that require deeper inspection cannot use the accelerated path. It is not necessary for the Firewall to inspect
these packets, they can be offloaded and do not use the slow path. For example, packets that are inspected by IPS cannot use the
accelerated path and can be offloaded to the IPS PSL (Passive Streaming Library). SecureXL processes these packets more quickly
than packets on the slow path.
Question: 26
Which of the following Automatically Generated Rules NAT rules have the lowest implementation priority?
A. Machine Hide NAT
B. Address Range Hide NAT
C. Network Hide NAT
D. Machine Static NAT
Answer: B,C
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SmartDashboard organizes the automatic NAT rules in this order:
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